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Co dnes uvidime?

@ Skodlivy softver
e Pocitace okolo nas

e Zakon a (ne)poriadok
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Skodlivy softvér

A Co si vy, Kefalin, predstavujete pod takym pojmom
“malware”?

@ SnaZi sa nas obrat o majetok, data, ...
@ Zvacsa funguje bez suhlasu pouzivatela (ale: PUA).
@ Dostupny aj vo vaSom meste!
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Skodlivy softvér

Skodlivy softvér nerastie na stromoch, vzdy je za nim &lovek:
@ Vlastny zisk (priamo, ale aj cez “sluzby” — spam, CC, ...).
@ Slava a popularita.

@ Svetonazor (politika, ndbozenstvo, .. .).
@ Komeréna a Statna Spionaz (Aurora, Stuxnet, ...).
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Skodlivy softvér

Skadial'?

Kde sa da prihlasit za obet'?
@ E-maily — od “Kuk sem!” az po “Nech sa paci!”
@ Web — hfadanie “zaujimavého” obsahu, ...
@ Bezpecnostné diery v programoch.
@ Slabé hesla stéle zivé.
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Skodlivy softvér

Bezpecnostné chyby

Microsoft Security Bulletin MS11-083 - Critical
Vulnerability in TCP/IP Could Allow Remote Code
Execution (2588516)

This security update resolves a privately reported vulnerability
in Microsoft Windows. The vulnerability could allow remote
code execution if an attacker sends a continuous flow of
specially crafted UDP packets to a closed port on a target
system.
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U
Skodlivy softvér

Smoke GANJA

Gymnazium Jamesa Hetfielda

Gymnazisti,-aj tak sme-vas dostali, h00116aNs

Baut the ganga crumbled and you've left with just a name
Where's your crown? King nothing***

kosinar@eset.sk Malware vtedy a dnes



Skodlivy softvér

nbusr123 je jedno z najbezpecnejsich hesiel na tejto planéte
(prvé v tomto rebric¢ku je Chuck Norris).

Heslo vzhfadom na jeho vysoku bezpecnost pouziva vela
organov S§tatnej spravy: Narodny nebezpecnostny Urad, IT
Specialisti (tito ho vS8ak obcas zvyknl zabudnut, preto ho maju
napisané na lepiacom $titku na monitore) a mnoho d'alSich.
Odporucania pocitacovych odbornikov po celom svete hovoria,
Ze Uplne najbezpecnejSie pouzitie hesla nbusr123 je v
kombin&cii s loginom nbusr, ako to demonstroval narodny
nebezpecnostny Urad na svojich serveroch, dokym na to
neprisli zli hackeri a NBU bolo nitené heslo zmenit.
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Skodlivy softvér

Ryby, rybky, rybicky, ...

Date: Mon, 7 May 2012 07:34:28 +0200

From: "rosemerig@pmpf.rs.gov.br"
<rosemerig@pmpf.rs.gov.br>

Subject: Aktualizujte svoj ucet Limit

Aktualizujte svoj ucet Limit

Va$a postova schranka prekrocila jeden alebo viac velkostnej
limity stanovené spravcom. Nemozno odosielat alebo prijimat
e-maily, kym si velkost postovej schranky sa znizuje. Dalsie
miestnosti. Prosim, kliknite na odkaz nizSie vyplnit a odoslat
data s fahkostou.

http://uniba-sk.webs.com/contact.htm

Vd'aka a ospravedIfiujem sa.
Spravca systému.
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Skodlivy softvér

From: illegal@fbi.gov

To: helmut@sajrajt.von

Subiject: lllegal content

Date: Fri, 1 Apr 2012 03:13:37 +0200

You have been downloading illegal content!
See the attached list for details.

Attachment: server_logs.txt .exe
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Skodlivy softvér

Hfadanie obsahu na nete

@ Pornografia — klasicky tahun.

@ Warez — “Avatar 3D-HD.exe”, ...
@ Drive-by a nabdrané stranky.

@ Bundling.
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Skodlivy softvér

Nasledujuce zabery nie st vhodné pre slabsie povahy.
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Skodlivy softvér

Wet kitty wants to know
what you typed into
the search bar...
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Skodlivy softvér

Co v8etko moze poditaé chytit?
@ Nenapadny lucny, err, trojsky konik.
@ Parazitické virusy (subory, dokumenty, ...).
@ V poslednej dobe je vela vydieracov.
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Skodlivy softvér

Vydieranie, vydieranie, to bude méj konicek. . .

ONEepaunoHHOR CMCTEMOR 6MAA DEHAPYXEHA NPOGAEMA, KOTOPAs MOXET NOBPEaMTS
Bawemy koMnuwrepy.

fpadeep ycrpokcrea, 2 p sun cucTenof .
HapyweHnwd NpadEep HA CTEKe AAPA NOAXEH GWTL 3aMeHeH pacoued sepcued.

Technical information:
www STOP: (ox , Bx )

YToSM BOCCTaHOBWMTEL pasor 1o Bawero epa Bam caenyer
ornpasute SMS © Texcrom

duuss js
Ha Homep:
6008 (Poccua) unm 3269 (YkpauHa
Buunanme? CrommocTe Cooswenns 50 uewros.

Moayuennwdh 8 oTBeTHOM SHNS-coo6wenun KOfl ssenure B8 nose:

A problem has been detected and Windows has been shut down to prevent damage to your Computer .

A device driver attempting to corrupt the system has been caught.
The faulty driver currently on the kernel stack must be replaced with a working version.

Technical information:

wwn STOP: Ox 4 (0x , ex ’ )
=== STOP: cO00007b Unknown Hard Error Unknown Hard Error Beginning dump of physical memory
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Skodlivy softvér

Ako sa da proti tomu branit?
@ Slovnikové heslo — metla fudstva (ale pozor na DoS).
@ Poznaj svojich zndmych (FB, LinkedIn, . ..)!
@ Firewall pre pocit sucha a bezpecia (HTTP/UFBP).
@ Zdravy rozum pomaha najviac.
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Pocitace okolo nas

Pocitace okolo néas.
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Pocitace okolo nas

Kto pocita?

<unknown author>

"It took the computing power of 3 Commodore 64 to fly to the
Moon."
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Pocitace okolo nas

"The problem with quotes on the Internet is that
it is bard to :"*l'{/'\ their authenticity”

Abrabam Lincoln
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Pocitace okolo nas

Takze, kto to vlastne pocita?
@ Mobily.
@ Modemy.
@ Tlaciarne.
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Pocitace okolo nas

SVK:FRA

Aky je stav?
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Z&kon a (ne)poriadok

Walker — Texas Ranger

Kto méze konat'? Policia. ALE:
@ Zber informécii vs. sukromie?
@ Globalizacia.
@ Pocita¢ neméze ist do basy.
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Z&kon a (ne)poriadok

Poriadok

Dobré spravy:
@ Slovensky poker-bankar.

@ Carberp gang
(http://www.lifenews.ru/news/86143)
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To je uz vSetko!

Dakujem za pozornost! Ak st otazky, sem s nimi!

"Maéte tieZ pravo mlgat, ale potom vase otazky zostani nezodpovedané.
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