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Setup

client
ssh klient: putty
IP: 192.168.56.1
Windows 10 (host)

server
server: sshd
IP: 192.168.56.101
Ubuntu 18.04 (guest)

RADIUS
server: FreeRADIUS
IP: 192.168.56.103
Ubuntu 18.04 (guest)

I server (fragment of the shadow file):

root:!:18314:0:99999:7:::
daemon:*:18113:0:99999:7:::
martin:$6$fcKNLOO...............:18314:0:99999:7:::
sshd:*:18364:0:99999:7:::
euler:!:0:0:99999:7:::

. . . user euler with locked password (account must exist locally!)
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RADIUS server

I client definition (i.e. ssh server), clients.conf:

client ssh-server {
ipaddr = 192.168.56.101
secret = najtajnejsie

}

I user definition (plain text file), users:

euler Cleartext-Password := "testing"
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SSH server

I PAM module for RADIUS required (libpam-radius-auth)
I add RADIUS server (/etc/pam_radius_auth.conf):

192.168.56.103 najtajnejsie 2

I modify PAM logic for sshd (/etc/pam.d/sshd):

auth sufficient pam_radius_auth.so

I modify /etc/ssh/sshd_config:

ChallengeResponseAuthentication yes
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pu�y
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