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Flash vs. HTML
Kym neprislo HTML5

* Flash sa rozsiruje hlavne kvoli malej
funkcionalite HTML prostredia.
— umoznuje pridat na stranku interaktivny obsah
(video, animacie, aplikacie)

* Nejednotné HTML prostredie — stranky je
potrebné testovat v kazdom prehliadaci

* Slaba podpora standardov v prehliadacoch
(hlavne v tom Case najrozSirenejsi IE <= 8)



Flash

Multiplatformova multimedialna platforma ©
dealny pre animacie, grafiku, video a

jednoduché hry

-lash sibor moze byt vloZzeny do www stranky;,
Kde sa prehrava pomocou pluginu do
prehliadaca - Flash playera

Logika flashovych aplikacii a hier je postavena
na jazyku ActionScript (aktualne vo verzii 3.0).



Historia Flashu

1993 - SmartSketch (Jonathan Gay,
FutureWare software)

— vektorovy graficky editor pre Pen PC — pocitace
ovladané perom

1995 — FutureSplash Animator (vyuziva ho
MSN a Disney)

1996 — Macromedia Flash 1.0
2005 — Adobe Flash 8.0



Historia Flashu

Flash 2 1997 Buttons, libraries, stereo audio, improved bitmap integration
Flash 3 1998 Alpha transparency, MP3

Flash 4 1999 Streaming MP3 (preinstalled in IE 5)

Flash 5 2000 ActionScript

Flash 6 2002 Video

Flash 7 2003 Charts & graphs, text effects, ActionScript 2.0

Flash 8 2005 Gif & Png, significant new video codec

Flash 9 2006-2007 ActionScript 3, AVM2, FullScreen, H.264, AAC, Flex Builder 2
Flash 10 2008 3D, advanced text features, AIR

2010-2011 MultiTouch, dynamic streaming, hardware decoding H.264, 64-
bit, Acoustic Echo Cancellation, Flash for Mobile Devices

Flash 11 2011-2013 3D hardware, secure random number generation, protected
dynamic streaming, workers, ...



Flash je silna platforma

Dovoluje:

* Posielat HTTP dotazy na server aj mimo vlastnej
domény

» \/ytvarat socketové pripojenia
» Ukladat data na disku klienta (tzv. SharedObjects)
* \yuzivat kameru, mikrofén

* Pristupovat k DOM www stranky do ktorej je
vlozeny

* Spustat JavaScript
* Spustat iné Flash subory




S prichodom HTMLS je
buducnost Flashu neista

Apple odmietol flash na svojich mobilnych
zariadeniach

Od verzie 11.1 Adobe nevyvija Flash player pre
mobilné zariadenia

Verzie od 11.2 - plugin pre linux bude k
dispozicii iba cez ,Pepper” API, zatial iba
Google Chrome

Orientacia na ,,Premium Video” a hry

— Adobe AIR, mobilné aplikacie



HTMLS - historia

“It must be admitted that many aspects of HTML appear
at first glance to be nonsensical and inconsistent.”

“HTML, its supporting DOM APIs, as well as many of its
supporting technologies, have been developed over a
period of several decades by a wide array of people
with different priorities who, in many cases, did not
know of each other's existence.”

[w3.org/TR/html5/introduction.html#introduction]



HTMLS - historia

1990-1993 :: prvé verzie odvodené od SGML,
vyuziva ho CERN

1995 :: W3C vydalo HTML 3.0
1997 :: HTML 3.2 — vela novych rozsireni

1998 :: HTML 4 — pouzivané doteraz. DOM level 1
— W3C sa rozhodlo presedlat na XHTML

2000 :: DOM level 2 - getElementByld(), events

2000 :: W3C vydalo XHTML 1.0,
— zaciatok vyvoja XHTML2

2004 :: DOM level 3



HTMLS - historia

2004 :: Idea HTMLS5, zalozené konzorcium
WHATWG

— W3C sa nepridava ale pokracuje v XHTML2
2005 :: AJAX, XMLHttpRequest

2006 — 2007 :: W3C zmenilo rozhodnutie, podiela
sa ha HTML5

2007 — doteraz :: WHATWG a W3C spolupracuju
na HTMLS

2012 :: HTML5 W3C Candidate Recommendation



HTMLS — Aktualny stav

e HTMLS nie je dokonceny standard!

— Aktualne je v stave , Candidate recommendation®
e Zdsadné zmeny by nemali nastat

— Dalgie fazy: Proposed Recommendation,
Recommendation

— Recommendation je naplanovany na rok 2014
e W3C !=WHATWG, HTML5 !=HTMLS5
* Neuplna podpora prehliadacov

— Stale otravuju staré prehliadace (IES, IE7, ...)



HTMLS — Aktualny stav

W3C specifikacia ma okolo 4.4 MB textu
WHATWG specifikacia — 707 stran A4
To je vela prace na implementovanie

Nezabudajme este na
— CSS3

— JavaScript

— SVG, MathML

— Canvas, atd., atd.



HTMLS5 - Bezpecnost

* Niektori vravia, ze HTMLS je samo o sebe
zranitelnost

* Bezpecna implementacia si vyzaduje:

— Jasnu specifikaciu x
— Rozumné mnozstvo précex

— Precizne testovanie x

— Rychle a presné odstranovanie chyb x
— Rychle nasadzovanie zaplat x



HTML5 — Bezpecnost

Nekonzistentna a stale sa vyvijajuca
specifikacia

Prehliadace sutazia, kto ako prvy
implementuje funkcionality HTML5
Programatori stale vyvijaju stranky s chybami
Nutnost podporovat staré prehliadace

— |E7, IE8, IE6 je niekde stale v hre.



HTML5 vs. Flash

FLASH



Server B

1

Server A

?

Posielanie a prijimanie dat:
HTTP, HTTPS, sockety

SWEF C

HTML A SWF A,
HTML B Container Cross-SWEF-
< scripting scripting
Vyuzivanie lokalnych zdrojov
Klient

Procesor,
pamat

Shared objects
(cookies)

Kamera,
Mikrofén, Disk




Hrozby

Chyby Flash playera — AVM
Dekompilacia
Cross-site scripting, Cross-site flashing

Komunikacia so serverom, zle nastavena cross-
domain policy, DDOS utoky

Phishing

Pristup k lokalnym zdrojom (Clipboard, Kamera,
Mikrofon, Disk, FullScreen)

Vyuzitie procesora a pamate



Chyby Flash playera — AVM

Zdrojovy kod je skompilovany do byte-kédu
Flash player na klientovi vykona byte-kod
pomocou AVM

— V pripade AVM2 moéze dojst k prekompilovaniu do
strojového kédu (JIT compilation).

4 fazy: loading, linking, verification, execution
— Fazy sa prelinaju, verifikacia bezi v kazdej faze
Chyby a nedostatky vo verifikaChom procese
umoznuju utocnikovi vykonat Skodlivy (resp.
akykolvek) kod.



Dekompilacia

Specifikacia AVM2 je otvorena
Bytecode pre AVM?2 je lahko dekompilovatelny

Utoé&nik si moze prezerat zdrojovy kdd
— SWF subor nesmie obsahovat citlivé udaje

— Napr. Sifrovanie/autentifikacia dat s kft¢om
vlozenym do SWF suboru

Phishing utok dekompilaciou a upravou
funkcionality



Flash Sandbox model

* Flash priradi SWF suboru tzv. ,,sandbox” podla
toho, z akej domeény je dany subor.

e Komunikacia v ramci toho istého sandboxu nie
je obmedzena

 Komunikacia medzi roznymi sandboxami je
mozna, ale striktne kontrolovana



Flash Sandbox model

A.com B.com

N -

ZS‘

kontrolované

B3.php B4.html




Flash Sandbox model

A.com B.com

Security.allowDomain (‘A.com’)
ExternalInterface.addCallback ()

>

http://b.com/crossdomain.xml:
<cross-domain-policy>
<allow-access—-from domain=“A.com”/>
</cross-domain-policy>




Komunikacia so serverom cez HTTP
crossdomain.xmi

* SWF sibor mo6ze komunikovat so serverom v ramci tej
istej domény (sandboxu) bez obmedzenia.

* Dotazy mimo sandboxu su riadené pomocou tzv. ,,cross
domain policy file”:

<cross-domain-policy>

<allow-access-from domain=“A.com” secure=“true”/>
<site-control permitted-cross-domain-policies=“master-only”>
</cross-domain-policy>

* SWF subor mo6ze nacitat iny ako standardny
domain.com/crossdomain.xml sibor pomocou volania:

Security.loadPolicyFile (“http://B.com/crossdomain.xml”)



Komunikacia so serverom — sockety

* Flash umozZiuje vytvarat socketové pripojenie
na server, mimo HTTP protokolu
* Aplikuju sa tu rovnakeé cross-domain pravidla

ako pri HTTP komunikacii

—allow—-access-from moze obsahovat
atribut ports=%"3045,4056"”



Komunikacia so serverom

Na co si treba dat pozor
<allow—-access-from domailn=“*">

WWW.a.com
Web server

Pouzivatel zobrazi
www.b.com,
SWEF sa spusti

Pouzivatel je prihlaseny
do www.a.com

Browser




Komunikacia so serverom
Na co si treba dat pozor

<allow—access—-from domain=“"*">
« DDOS utok ©:

— Agent MOSADu cez nastrcenu reklamnu agenturu
objedna reklamu na sme.sk

— Reklama bude swf subor, ktory v den volieb v
lirane zacne posielat dotazy na
http://www.elections.ir

— Kym sme.sk reklamu stiahnu (ak si to vobec
vSimnu) dbjde k naruseniu priebehu volieb


http://www.nuclearplant.ir/
http://www.nuclearplant.ir/
http://www.nuclearplant.ir/
http://www.nuclearplant.ir/
http://www.nuclearplant.ir/

Komunikacia so serverom
Na co si treba dat pozor

<slte-control permitted-cross-domain-policies=%“all”>

* Potencidlny uto¢nik moze nahrat (napr. cez
CMS) vlastny cross domain policy file.

<allow—-access—-from domain=“A.com” secure=“false”/>

* MOzZe dojst (chybou alebo umyselne) k
prenosu udajov v otvorenom tvare, aj ked bol
swf subor nacitany cez HTTPS.




Komunikacia so serverom a XSF

Na co si treba dat pozor

* Pristup k nedostupnej doméne cez dalsie SWF

A.com B.com C.com

<allow—-access-from <allow—-access-
domain="“A.com”> from
domain="B.com”>

evil.swf friend.swf data.php

Security.allowDomain ( ‘A.com’)




Cross-site scripting
atribut allowScriptAccess

e Vlozenie SWF suboru do HTML:

<object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000"

1] 1]
codebase= http://download.macromedia.com/pub/shockwave/cabs/flash/swflash.cab#version=6,0,0,0

width="100%" height="100%">
<param name="src" value="mymovie.swf">
<param name="allowScriptAccess" value="sameDomain">
<embed src="mymovie.swf" width="100%" height="100%"
allowScriptAccess="sameDomain"
type="application/x-shockwave-flash"
pluginspage="http://www.macromedia.com/go/getflashplayer">
</object>



Cross-site scripting
allowScriptAccess

e Atributom allowScriptAccess mozeme
obmedzit pristup SWF suboru k volaniu
JavaScriptu

* Mozné hodnoty:
— never — bez pristupu k JavaScriptu / DOM

— sameDomain — SWF subor z rovnakej domény ako
dand www stranka ma pristup k JavaScriptu /
DOM stranky

— always — SWF aj z inych domén mo6zu volat
JavaScript - Nebezpecné!



Cross-site scripting
allowScriptAccess="always”

<?xml wversion="1.0" encoding="utf-8"7?>

<z:Application xmlns:fx="http://n=.adobe.com/mxml /2008™
xmlns:s="library://n=s.adobe.com/flex/spark™
xmlns imx="library://n=s.adobe.com/ flex/mx"™ minWidth="300" minHeight="300"

applicationConplete="appComplete () ">
<fx:S5cript>
<! [CDATA]
import mx.controls.Alert;
import mx.controls.SWFLoader;

private function appComplete () :void {

javascriptEval () ;

public function javascriptEwval () :void |
Alert.show (External Interface.call ("eval ', "dooament.cookie ") .toString () ) -



Cross-site scripting
FlashVars

* FlashVars sluzia na odovzdanie parametrov z HTML do
Flashu:
<object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000"

n n
COd e ba S€=http://download.macromedia.com/pub/shockwave/cabs/flash/swflash.cab#version=6,0,0,0

width="100%" height="100%">
<param name="src" value="myad.swf?clickthru=http://www.sme.sk">
<param name="allowScriptAccess" value="sameDomain">

<param name="“flashVars"
value=“clickthru=http://www.sme.sk">

 Upravou FlashVars mozno niekedy docielit vykonanie
JavaScriptu

— mymovie.swf?clickthru=javascript:alert(document.cookie);



Cross-site scripting

XSS tunneling

* tunelovanie HTTP prenosu cez XSS kanaly.

— SWF subor moze cez JavaScriptové volania ziskat
inak nedostupné data

* Napr. chranené IP verifikaciou, VPN, pripadne klasickou
autentifikaciou

http://a.com/page.html

=

new
Ajax.Request(...)

allowScriptAccess=%“always”

a.com

Ea UserList.php




Cross-Site flashing

* Flash spusta iny flash

— Volanie Security.allowDomain (Y*')

— Al.swf moze mat pristup k metédam a vlastnostiam
B1.swf a naopak

— Hrozi unik dat, pripadne manipulacia s funkcionalitou
SWF suboru

A.com

B.com

Security.allowDomain ( ‘A.com’)




Cross-Site flashing
Na co si treba dat pozor

e allowScriptAccess=“always”
* Ak Al.swf nacita B1l.swf, B1.swf moze vykonat
JavaScript v ramci Al.html

e XSS hrozba

http://a.com/Al.html

allowScriptAccess=%“always”




Cross-Site flashing

Na co si treba dat pozor
Dva sp6soby nacitania SWF suboru:

var swfloader:SWFLoader = new SWFLoader () ;
swfloader.load ('http://b.com/bl.swf');

VS.

var r:URLRequest = new URLRequest ('http://b.com/bl.swf')
var loader:URLLoader = new URLLoader (request) ;

loader.dataFormat = URLLoaderDataFormat.BINARY;
loader.load (request) ;

swfloader.load (loader.data) ;

V druhom pripade dojde k strate kontextu — nacitany SWF
subor bude mat rovnaky sandbox.



Pristup k lokalnym zdrojom

* Procesor:

— Flash player kontroluje Ci vykonanie niektorej operacie
netrva dlhsie ako 15s, potom umozni beh SWF zastavit

— Do verzie 11.4 flash aplikacia bezi vjednom vlakne
— Od verzie 11.4 podpora viacerych vlakien

* Pamat:
— Flash player neobmedzuje mnozstvo vyuzitej pamate
vo Flash aplikacii



Pristup k lokalnym zdrojom

* Disk:
— Moznost ukladat na klienta tzv. SharedObjects —
cookies pre Flash.
» Velkost pre jednu doménu je prednastavend na 100 KB,
pouZivatel ju moze zmenit
— Moznost uploadovania/citania suborov (aj viacerych
naraz)
* |ba pomocou triedy FileReference

* FileReference.browse zavola systémovy dialdg na vybratie
suborov

* Metdda mobze byt zavoland iba v ,user-event handler”, t.j. pri
spracovani udalosti kliknutie mysou alebo stlacenia klavesy.

. Fi,IEReference.downIoad otvori systémovy dialdg na ulozenie
suboru



Pristup k lokalnym zdrojom

e Schranka (Clipboard)

— Ukladanie do schranky je mozné len v “user-event
handler”

 Clipboard.generalClipboard.setData()

— Citanie je moZné len v spracovani udalosti “paste”
(Cize ak pouzivatel stlaci CTRL+V)

 Clipboard.generalClipboard.getData()

 Kamera, Mikrofon
— Flash player si vypyta povolenie
— Pristup sa da povolit/zakazat v nastaveniach



Pristup k lokalnym zdrojom

* Celoobrazovkovy rezim
— K dispozicii od verzie 9
— Klavesa ESC ho ukoncuje
— Spustenie celoobrazovkového rezimu je mézné len v “user-
event” handler
* V celoobrazovkovom rezime je limitované pouzitie
klavesnice (DEMO)
— Do verzie 10 boli zakazané akékolvek klavesy
— Od verzie 10 su povolené tzv. “non-printing” klavesy — Sipky,
medzera, tabulator, enter, ...

— Od verzie 11.3 su podporované vsetky klavesy — Specialny
atribut allowFullScreenlnteractive
* Flash player si vyziada povolenie od pouzivatela



Flash: zhrnutie

Je potrebné:

 Limitovat pristup Flashu k JavaScriptu pri
spustani externych SWF suborov

* Dat pozor na JavaScript vo FlashVars

* Dat pozor na skriptovanie SWF-SWF medzi
subormi z roznych domeén

* Spravne nastavit cross-domain policy file



Flash vs. HTML5

HTMLS



HTML5

e 7amer:

— Vytvorit jednoducht platformu na vytvaranie
interaktivnych web aplikacii

— Menej XML striktnosti (oproti XHTML), viac
volnosti

— DoOraz na bezpecénost

e HTML5 =HTML +JS + CSS (+ SVG +SQL +...)



HTML5 — Nove funkcie

Nové typy formularovych prvkov

— date, tel, color, number, email, url,...

— Autofocus

— Formuldrovy element mo6ze byt mimo formulara
— Validacia formulara na strane klienta

Nove vlastnosti Iframe: sandbox, seemless
History API

Local storage

SQLLite — databaza na klientovi



HTML5 — Nove funkcie

Geolocation
Notifications

SVG@G, Canvas

MathML

Animacie a tranformacie

WebGL — 3D akceleracia v
prehliadaci

Audio / Video
Webfonts
Offline application cache

Viac sématiky:
— nav, figure, section, ...

CORS — Cross Origin
Resource Sharing

WebSockets
WebWorkers

HSTS: HTTP Strict-
Transport-Security

CSP: Content Security
Policy



HTML5 — Nove funkcie

« HTML5 obsahuje aj niekolko bezpecnostnych
vylepseni, avsak
* Rozsirena funkcionalita HTML5 vo vSeobecnosti
zjednodusuje pracu utocnikom
— Velké mnozstvo novych funkcii — scenare utokov budu
postupne pribudat
e Urcite je jednoduchsie

— Sledovat pouzivatelov (Geolocation, localStorage,
history API)

— Cross-site scripting — XSS (CORS, autofocus, nové
formulare, ...)



JavaScript a jeho bezpecénost

* Bezpecénost z roku 1995

* Dva zakladné bezpecnostné poziadavky
— Zabranit skodlivej stranke utocit na VAas pocitac
— Zabranit skodlivej stranke pristupovat k inej
stranke
* Avsak, ak mate v sucasnosti vsetky dokumenty
v cloude, koho zaujima ze sa utocnik nevie
dostat k adresaru ,My documents“?



JavaScript

 Same Origin Policy: Skripty na stranke nemo6zu
interagovat so strankami v inej doméne

— Napr. skript nacitany strankou www.fmph.uniba.sk
nemoze interagovat so strankou www.virus.com

* Avsak, skripty nacitané v ramci tej istej stranky
(hoci aj z inych domén) medzi sebou interaguju
— JavaScript je inherentne globalny

— Skripty si mO6Zu navzajom prepisovat globdlne
premennég, funkcie, definicie objektov a pod.


http://www.virus.com/

Cross Origin Resource Sharing

* Umoznuje JavaScriptu stahovat data aj z ine;
domény

* Podobny zakladny princip ako crossdomain.xml
vo Flashi

* Prehliadac na zaklade hlavicky v HTTP odpovedi
urci, ¢i dany JavaScript dotaz na inu doménu
povoli
— nevyhoda oproti crossdomain.xml, kde sa najprv

nacita politika a dotaz sa zakaze este pred jeho
odoslanim na server



Cross Origin Resource Sharing

domainA. domainB.
GET / HTTP/1.1 com com
Host: domainB.com
. s . : A S
Origin: http://domainA.com q% I
HTTP/1.1. 200 OK Browser

Content-type: text/html
Access-Control-Allow-Origin: http://domainA.com

.[;Iata]


http://domaina.com/
http://domaina.com/

Cross Origin Resource Sharing

Port / network scanner DEMO:
http://www.andlabs.org/tools/jsrecon.html

HTMLS based JavaScript Network Reconnaissance Tool

Network Scanning Discover My Private IP

IP Address: 127.0.0.1 Start Port: |79 End Port: 83
Protocol : 0 Cross Ongin Requests @ WebSockets

Note:

* Tuned to scan fast internal networks. Scanning public/slow networks would require retuning
* Wortks only on the versions of FireFox, Chrome(recommended) and Safari that support
CrossOriginRequests WebSockets

* Currently works on WINDOWS ONLY.


http://www.andlabs.org/tools/jsrecon.html
http://www.andlabs.org/tools/jsrecon.html

Iframe sandbox

Moznost umiestnit Iframe do ,,sandboxu” cez
atribut sandbox

Da sa Specifikovat, o je povolené a €o nie
<iframe src=“infected.html” sandbox=“...””>

LepsSia sprava pristupu oproti allowScriptAccess
vo Flashi

Bez atributu sandbox Javascript bezi normalne

sandbox atribut Bez akéhokolvek JavaScriptu

sandbox=“allow-scripts” JavaScript sa vykondva
doeument-cookie
localSteragel)

sessionStorage()



Content Security Policy

* Obrana proti XSS utokom

 V HTTP hlavicke server Specifikuje, z ktorych
domén moze stranka stahovat Udaje

Pouzitie:

* Content-Security-Policy: script-src 'self’
https://apis.google.com

* Moznost Specifikovat CSP pre viacero r6znych

zdrojov:

— connect-src, font-src, frame-src, img-src, media-
src, object-src, style-src



https://apis.google.com/
https://apis.google.com/

Content Security Policy

* Nutnost rozdelit zdroje do samostatnych suborov

* “inline” <script> je blokovany
— ak v hlavicke nie je explicitne povoleny cez “unsafe-
inline” — neodporuca sa (znizuje ochranu)
 Umoznuje report chyb
— report-uri /my_amazing_csp_report_parser;

— Na danu adresu sa bude posielat zoznam zdrojov,
ktoré boli zablokované

— Podpora iba ,reporting“ modu, bez blokovania



HTTP Strict Transport Security

* Pouzivatelia sa na HTTPS stranky vacsinou
dostanu presmerovanim z HTTP

— Utoénik véak moze za istych okolnosti
presmerovanie eliminovat

e SSL stripping utok

GET http://www.a.com

Browser PP REDIRECT https://www.a.com

GET https://www.a.com




HTTP Strict Transport Security

Evil router A.com

GET http://www.a.com

Browser

REDIRECT REDIRECT

http://www.a.com https://www.a.com
< <

GET http://www.a.com




HTTP Strict Transport Security

 HTTP hlavicka, ktora minimalizuje SSL stripping
utoky

e Strict-Transport-Security: max-age=2592000;
includeSubDomains

— Prehliadac si na dobu Specifikovanu v max-age
zapamatad, ze k stranke ma pristupovat len cez HTTPS

— Vsekty odkazy a zdroje v stranke su transformované na
HTTPS

* Prvy dotaz na server (a prvy dotaz po expiracii
max-age) nie je odolny voci SSL stripping utoku



X-Frame-Options

* Ochrana voci ,Clickjacking” utokom

— Utoénik zobrazi cielovu stranku v Iframe, nad
ktorym zobrazi svoj skryty obsah.

— Umoznuje , odchytavanie” klikov a stlaceni klaves
* \V HTTP hlavicke je mozné zakazat zobrazenie
stranky v Iframe:

— X-Frame-Options: DENY | SAMEORIGIN |
ALLOW-FROM origin

e Navrhnuté Microsoftom v IES



Ukazka utoku: file jacking

e HTML5 umoznuje upload celého adresara
— <input type="“file” directory>
* http://kotowicz.net/wu/

* V chrome moze dialdg na vybratie adresara
pouzivatela zmiast (vid demo)



http://kotowicz.net/wu/
http://kotowicz.net/wu/

Ukazka utoku: file jacking

e Krystof Kotowicz vytvoril stranku simulujucu utok na
svojom blogu
— Vacsinou navstevici zaujimajuci sa o bezpecnost
— Za 13 mesiacov 298 klientov (217 IP) nahralo nejaky
adresar (vacsinou Downloads)
— Vela zaujimavych suborov:
* Downloads/#BeNaughtyLive.com/
* Downloads/#GoliveTrannies.com/
— Aj sukromné data
* onlinePasswords.txt
e Faktura_numer_26 2011 <company>.pdf



U

azka utoku: file jacking - demo

Download custom-built hacking tricks

Built on-demand just for you!

by Krzysztof Kotowicz | more info

I've got some gifts for you. I gathered some of the latest hacking tricks for all browsers, spiced it up with a
algorithm that will send you a ZIP file crafted especially for you based on your answers. Just fill out the sho
quiz and wait for the file download.

2. Choose techniques to include:
M sQL injection
M xss
B CSRF
M Clickjacking
W APT
Who's the greatest of them all?
® HBGary
® lcamtuf
® kevin mitnick
Browser you're targetting
® chrome
® msie
® firefox
® opera
® other webkit based (android, safari, ...)
® other

BlI will only use the techniques mentioned in the book for legitimate purposes.
Choose download location

Download to. .




Zaver

Zda sa, ze HTML5 postupne nahradi Flash
HTMLS5 poskytuje vela uzitocnych rozsireni a funkcii
— Vela funkcii - vela zranitelnosti

Treba vyzyvat pouzivatelov pravidelne aktualizovat
prehliadac

— Podpora starych prehliadacov je aj tak narocna
Pri vytvarani web aplikacie vyuzivat osvedéenu
JavaScriptovu kniznicu (jQuery)

Pokial' moZno ¢o najviac vyuzivat bezpecnostné funkcie
HTML5
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2011

2010 | 10%

<1%



Symantec Internet Security Threat
Report 2011

Browser 1'..ﬂ'uln+Ee|ral:-iiitiu=.'.-.'=., In 2010 And 2011

Opera

Mozilla Firefox

2010
2011

Microsoft Internet Explorer

Google Chrome

Apple Safari

0 50 100 150 200



Symantec Internet Security Threat

CVE Identifier

CVE-2011-0608
CVE-2011-0611
CVE-2011-1255
CVE-2011-1331
CVE-2011-2107
CVE-2011-2462
CVE-2011-3402

CVE-2011-3544

Report 2011

Zero-Day Vulnerabilities Identified In 2011

Description

Adobe Flash Player 'SWF’ File Remote Memaory Corruption Vulnerability

Adobe Flash Player "SWF’ File Remote Memaory Corruption Vulnerability

Microsoft Internet Explorer Time Element Remote Code Execution Vulnerability

JustSystems Ichitaro Memory Management Program Remote Heap Buffer Overflow Vulnerability
Adobe Flash Player Cross-5ite Scripting Vulnerability Alert

Adobe ReaderfAcrobat U3D Memory Corruption Vulnerability

Win32k True Type Font Parsing Vulnerability Volume Of Zero-Day Vulnerabilities 2006 - 2011
Oracle Java Rhino Script Engine = 14

13
12

2006 2007 2008 2009 2010 2011



/droje, Referencie

Flashsec Wiki
OWASP - Finding vulnerabilities in flash applications

Adobe Flash Player 10 security white paper
— http://www.adobe.com/devnet/flashplayer/articles/flash

playerl0 security wp.html

Symantec Internet Security Threat Report
— http://www.symantec.com/threatreport/

HTML 5 rocks
— http://www.html|5rocks.com/

http://blog.kotowicz.net
http://www.andlabs.org
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