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Riadenie pristupu v sieti

» AAA sluzby ~ authentication, authorization, accounting

» autentizacia: proces dokazovania identity subjektu
> autorizacia: uréenie opravnenia subjektu vykonat dand Cinnost

» Ucltovanie: sledovanie vyuzivania sietovych zdrojov
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|IEEE Std 802.1x

» Port-Based Network Access Control
» |EEE Standard (verzie 2001, 2004, 2010)
» http://standards.ieee.org/about/get/802/802.1.html, vyse 200 stran
» Standard definuje:
» spdsob ,port-based” riadenia sietového pristupu
» spbsob vytvorenia kltic¢ov pre IEEE Std 802.1AE MAC Security (MAC —
Media Access Control, stcast linkovej vrstvy v OSI modeli)
» spOsob pouzitia Standardnych autentizanych a autorizacnych
protokolov
» pouzitie napr. WPA2 Enterprise (WPA2-802.1x)

» cf. WPA2 Personal (WPA2-PSK, Pre-shared key)
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Podpora vo Windows 7

» WiFi; pre LAN (sluzba OS) Wired AutoConfig

less Network P

on | Security

Security type: WPA2-Enterprise -
S

Choose a network authentication method:
Microsoft: Protected EAP

~]| Settings
Smart Card or other certificate

Protected EAP (PEAP! on each

Cisco: PEAP
Cisco: EAP-FAST
Intel: EAP-SIM
Intel: EAP-TTLS
Intel: EAP-AKA

Protected EAP Propert

When cannecting:

alidate server certificate

Danne:t to these servers:

Trusted Root Certification Authorities:

[] AddTrust External CA Root

[£] Class 3 Public Primary Certification Autharity

[] DES Root CA

[7] DigiCert High Assurance EV Root CA

[F] Entrust.net Secure Server Certification Autherity

[7] Equifax Secure Certificate Autharity

[] GeoTrust Global CA

< . ] »

[] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[secured password (EAP-MSCHAP v2) v [ configure...

Enable Fast Reconnect

[ Enforce Network Access Protection

[] Disconmect if server does not present cryptobinding TLY
[] Enable Identity Privacy
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Podpora v Ubuntu (11.10)

» NetworkManager

Connection name: Connection name: |ML
Connect automatically [& Connect automatically
Wired 802.1x Security | IPva Settings  IPv6 Settings Wireless IPv4 Settings IPv6 Settings | Wireless Security
Use 802.1X security for this connection Security: WPA & WPAZ Enterprise v

Authentication: | Tunneled TLS = Authentication: Protected EAP (PEAP) v
Anonymous identity: Anonymous identity:
CA certificate: (None) = CA certificate: (None) [=]
Inner authentication: | PAP v PEAP version: Automatic I "
Username: Inner authentication: | MSCHAPv2 v
Password: Username:

| Ask For this password every time Baz=warcs

| Ask For this password every time

") show password | Show password

M Available to all users Cancel Save... o Available to all users Cancel Save...
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Subjekty v 802.1x

supplicant

» Supplicant (klient)
» SW, napr. stcast operaéného systému

L2

PC/notebook

authenticator

switch/WiFi AP

L3

» HW, napr. Intel vPro

authentication
server

Radius

> Authenticator (sprostredkovatel z hladiska autentizacie)

» Authentication server
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Co sa deje v 802.1x

» Uvodny stav: pristupovy bod (port) je zavrety pre fubovolnd
komunikéciu klienta okrem EAPoL
» klient vykond autentizéciu voci autentiza¢nému serveru (EAP)

> Uspesne: authenticator otvori port, priradi VLAN a pod.
» nedspesne: authenticator neotvori port / otvori port a zaradi klienta do
guest VLAN a pod.
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Protokoly v 802.1x

EAP EAP :

» EAPoL (EAP over LAN)
» komunikéacia supplicant <+ authenticator
» pouzitie nad 802.3 (Ethernet), 802.11 (WLAN), ...
» zabalenie" EAP sprav do L2 komunikacie

» RADIUS ...detaily neskor

» komunikéacia authenticator <+ autentizalny server
» tu: EAP ,zabaleny" do sprav RADIUS protokolu
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V praxi potrebné riesit

» pri niektorych EAP metddach — spréava certifikatov (serverové,
pripadne klientské)

» zaradenia bez podpory 802.1x (napr. tladiarne)
» Wake on LAN
» viacero zariadeni na jeden port (IP telefény, hub a pod.)

» nedostupny autentizacny server

c.atd. ...
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EAP (Extensible Authentication Protocol)

» pdvodne sicast PPP (Point-to-point protokol), aktudlne RFC 3748
» typicky nad linkovou vrstvou (,data link layer”, teda bez IP)
» vSeobecny rdmec pre rbzne metddy autentizacie
» format paketov:
| Request —  kéd | identifikator dizka (2B)
2 Response
3 Success data
4 Failure

|

» identifikator slizi pre parovanie dotazov a odpovedi
» RFC 5296: nové kédy (5 Initiate, 6 Finish)
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EAP (2)

» velmi jednoduchy protokol

» (potencialne) vela request/response vymien, obvykle zakon¢enych
success/failure

» napriklad:
supplicant authenticator auth. server
| request: ldentity
response: ldentity response: ldentity
st eporse vt

success/failure
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EAP (3)

> zlozitost prindsaju autentizacné metddy

1/2 identifikator dizka (2B)
typ

data pre dany typ autentizacie

| |

» priklady autentizacnych metéd (viac ako 40, moznost vlastnych

rozsireni):
4 MD5 21 PEAP
13 TLS 43 FAST
21 TTLS 17 LEAP
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EAP-MD5

> povinne implementovana metéda

» implementacia CHAP (Challenge Handshake Authentication
Protocol):

»

>

Request: challenge
Response: MD5(identifikator || shared secret || challenge)

» nepouzivat — bezpecnostné problémy:

|

>

>

len jednostranna autentizacia

nachylné na slovnikové Gtoky a Gtoky Uplnym preberanim

nachylné na MIM dtok ... spravy posielané v otvorenom tvare a bez
ochrany integrity

» nemoznost skyt identitu
» nezabezpecend dalsia komunikacia (neodvadzaji sa kryptografické

Klige)
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EAP-TLS, EAP-TTLS a EAP-PEAP

Pointa (,,vonkajsi"“ EAP najma riesi fragmentaciu paketov):

» EAP-TLS: vyuZitie autentizacie v TLS protokole

» EAP-TTLS: tunelovanie klienskej autentizacie v TLS
» EAP-PEAP: tunelovanie vnitornej instancie EAP v TLS

EAP-TLS
klientsky certifikat ano
certifikat servera ano
vzajomna autent. ano
odvodenie klticov ano

ochrana identity klienta nie

EAP-TTLS
volitelne
ano

ano

ano

ano
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Niektoré vnatorné metddy autentizacie

» CHAP ...s MD5 sme uz videli
» MS-CHAPv2 ...variant CHAP (RFC 2759)

» obojstranna autentizacia
» bez LAN Managerovej minulosti
» moznost menit heslo ako stcast protokolu
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RADIUS

RADIUS — Remote Authentication Dial In User Service
RFC 2865, RFC 2866 (Accounting) + niektoré rozsirenia a spresnenia

obvykly ciel: centralizovane riesit autentizaciu pouzivatelov a systémov

v

v

v

v

klient/server protokol

> klient (NAS — Network Access Server):
prepinac, smerovac, pristupovy bod, VPN server ...

» server (RADIUS server):
FreeRADIUS, Network Policy Server (Microsoft), Secure Access
Control Server (Cisco)
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Zakladné charakteristiky

v

bezstavovy protokol (UDP)

v

databéza pouzivatelov: SQL databédza, LDAP, textové sibory, ...

v

komunikacia klient <> server (iniciuje klient)

v

proxy RADIUS server (umoziiuje ,roaming" pouzivatelov medzi tzv.
realms)
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Paket

identifikator

1 Access-Request [ kod | ID | dizka (2B)
2 Access-Accept

3 Access-Reject

4 Accounting-Request
5 Accounting-Response
11 Access-Challenge

autentizator (16B)

atribity (TLV) ...

> autentizator (authenticator):
» request auth. (v Access-Request paketoch) — nepredikovatelna a
jedine¢na hodnota pocas zivota ,secret"
» response auth. (Access-[Accept, Reject, Challenge] paketoch)
MD5(kéd || ID || dizka || request auth. || atrribity || secret)
> secret — heslo zdielané klientom a serverom
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Bezpecnost (1)

» pouzivatelské heslo (P) je posielané |, Sifrovane*
» v pripade hesla s max. 16 znakmi (padding hodnotou 0x00 na 16B):
P @® MD5(secret || request auth.)
> tento mechanizmus je pouzity aj pre vybrané dalSie atribity
> ostatné atribity Standardne v otvorenom tvare (siikromie)
» hodnota secret
» slovnikovy (tok alebo (tok Gplnym preberanim (z response auth. alebo
zo Sifrovaného hesla)
» Casto rovnaka hodnota pre viacero NAS = falosny NAS, zistovanie
hesiel pouzivatelov
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Bezpecnost (2)

v

problémy vyplyvajice z opakovania/predikovatelnosti request auth.

» moznost opakovat/vypytat si dopredu odpovede servera (pozri aj
Event-Timestamp atrib(it)

v

Access-Request bez ochrany integrity
» pozri aj Message-Authenticator atribat (HMAC-MD5)

v

niektoré rizika st eliminované pouzitim vhodného EAP

v

potencidlna ochrana celého protokolu
» IPSec, RadSec — RADIUS nad TLS (draft)

RADIUS s EAP (RFC 3579)

v
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Alternativy a vylepsenia

» TACACS+ (Terminal Access Controller Access-Control System)
» Cisco, najma pre pristup k sietovym prvkom
» nad TCP, oddelenie autentizacie a autorizacie
» moznost Sifrovat celé telo paketu (bez hlavi¢ky) . ..synchrénna pridova
Sifra skonstruovanad z MD5 (bez zabezpecenia integrity)

» DIAMETER
» nastupca RADIUS (velmi pomaly nastup, pouziva niekto?)
zaklad v RFC 3588
nad spolahlivou transportnou vrstvou (TCP, SCTP)
nad zabezpecenym komunikaénym kanalom (IPSec, TLS)
stavovy aj bezstavovy model
aj server moze iniciovat komunikaciu
jednoduchsie rozsirovatelny, ...

vV VY VY VY VY
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Zhrnutie — architektdra (priklad)

autentizacia pouzivatela (servera)
MS-CHAPv2, CHAP, ...

bezpecny komunikacny kanél
autentizacia auth. servera
EAP-TTLS, EAP-PEAP ...

transport cez L2/L3 vrstvy
EAPolL, RADIUS
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Zhrnutie — pouzitie (priklad)
supplicant authenticator auth. server
EAPoL © RADIUS

A

EAP Request: Identity

EAP Response: IdentityV} Access-Request

AJ

. EAP Request b Access-Challenge

EAP Response o : Access-Request o
| TLS handshake |
o L L L LY
: inner EAP: MS-CHAPV2 :
o L L L LT T
| EAP Success b Access-Accept

port ‘open
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